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The following CE credits are offered for this session:

0.1 IACET CEU | The Associated General Contractors of America (AGC) has been accredited

as an Accredited Provider by The International Association for Continuing Education and Training
(IACET). In obtaining this accreditation, AGC has demonstrated that it complies with the ANSI/IACET
Standard which is recognized internationally as a standard of
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http://www.professionalconstructor.org/
https://www.smps.org/
https://www.nasbaregistry.org/




Learning Objectives

By the end of this session, participants will be able to:

1.
. Identify the most common cyber security risks.

2
3.
4. Explore how an information security management system (SMS)

Examine cyber risk activity in the construction industry.

Discuss ways to help protect your organization from cyberattacks.

can help you develop effective and robust cyber security for your
organization.
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Cyber basics

Terminology
Cyber Having to do with a computer or a computing system
loT “Internet of Things” relates to any device that can be connected to the internet.

Any circumstance or event with the potential to cause harm to an information system.
Related terms:

Threat Threat actor = Bad guy

Threat vector = Modus operandi
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Key exposures: Statistics to consider
243 710% 2.9 billion 23%

Median number of days advanced Records leaked in 2017

: _ Percentage of users who share
attacks are on the network before (this only counts publicly-

their network passwords with

Percentage of breaches associated
with nation-state or state-

being detected affiliated actors involved phishing disclosed breaches) colleagues
Mandiant 2018 Verizon Data Breach Investigations Report IBM 2018Cyber Security Intelligence Index IS Decisions - FROM Brutus to Snowden
2804 10% Common passwords

“123456,” “password,” “1@#$%"&,” “gqwerty,” “12345” “123456789,”
“aal23456,” “1234567,” “football,” “iloveyou,” “admin,” “letmein,”
“starwars,” “login,” “abc123,” “monkey,” “654321,” “dragon,”

Percentage of email credentials of
Fortune 500 employees on the
dark web

“Password123”
2018 Vericlouds Splashdata 2019
$148 58%
Average cost per lost or stolen record Percentage of victims categorized
as small businesses
2018 Cost of Data Breach Studay; Global Overview, Ponemon 2018 Verizon Data Breach InvestigationsReport
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Cyberthreats: Threat Sources
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Cyberthreats: Threat Sources
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Cyberthreats: Types of attacks

Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks
Man-in-the-middle (MitM) attack

Phishing and spear phishing attacks

SQL injection attack Drive-by Attack

Zero-Day attack Malware

Ransomware Wire Fraud

Cross-site scripting (XSS) attack
DNS Tunneling

TrojJans
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Cyberthreats: Risk Consequences @
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Mitigating cyber threats: Where to start @

« Accept that you have something that is valued by others and that you are
a target, regardless of your size

 Promote a cyber-risk management culture and thoughtfulness
« Know what you are protecting

« Keep up with patching

 Encrypt whenever possible

o Control access, especially privileged access

« Expectand prepare for a cyber event

 |IDENTIFY, PROTECT, DETECT, RESPOND and RECOVER
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The future of cyber risk: 5 key considerations @

 Frequency: Cyber events will continue to increase. _
e Severity: Impact of cyber events are constantly evolving.

« Risk Type: It is an inherent risk (i.e., WannaCry,
Petya, notPetya) and not always targeted.

 Risk Transfer can alleviate some concerns,
but solution has to extend beyond insurance.

 Risk Engineering: Investment in infrastructure
and changes in culture can help mitigate exposures.

Whatis your tolerance for risk?
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Thank you

The information in this publication was compiled from sources believed to be reliable for informational purposes only. All
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